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The stability of quantum key distribution systems is based not only on the detection of attacks on quantum
states, which is guaranteed by the fundamental quantum theory laws, but also on ensuring the integrity of
classical messages transmitted through an auxiliary classical communication channel. To detect attacks on
the classic communication channel, the authentication procedure is used. Information-theoretic authentica-
tion guarantees the detection of attacks on the classical communication channel regardless of the computa-
tional and technical capabilities of an eavesdropper, including the quantum computer. The fundamental
quantum cryptographic relationship between the abstract criterion of the robustness of quantum key distri-
bution systems with theoretical-information authentication and the quantum key search complexity has been
determined for the first time using simple means.
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INTRODUCTION
Quantum cryptography involves two open commu-

nication channels accessible for eavesdropping [1]. A
quantum channel is available for attacks and modifi-
cation of transmitted quantum states. A classical chan-
nel is open, but must be authentic and is used to trans-
mit auxiliary messages between Alice and Bob. The
authenticity of the classical channel means ensuring
the integrity, i.e., the robustness of the transmitted
public classical messages.

The final product of quantum key distribution
(QKD) is a “quantum” key, which does not even
explicitly appear in the strength criterion based on the
distinguishability of quantum states. A key is called ε-
secure if the trace distance between the quantum state
describing a real QKD session and the state for the
ideal situation does not exceed ε.

The real quantum key distribution session allows
an eavesdropping attack on the quantum communica-
tion channel, and authentication in the classical com-
munication channel, in which message substitution is
possible.

The ideal situation is a quantum key distribution
session without any attack on the quantum communi-
cation channel, and authentication without message
substitution in the classical communication channel.

The strength criterion based on the trace distance is
rather abstract.

When using a quantum key for cryptographic pur-
poses, the decisive parameter is the used in further

applications, for example, in encryption rather than
the smallness of the trace distance itself.

The dependence of the quantum key search com-
plexity on the trace distance is fundamental for quan-
tum cryptography. This dependence remained
unknown for a long time, which led to emotional dis-
cussions in the scientific community [2–6].

This dependence was determined for the first time
in works [7–9], which presented explicit analytical
relations between the trace distance and the key search
complexity, i.e., the number of brute-force steps
required to determine the quantum key.

It was assumed in [7–9] that the classical authentic
channel is ideal: an eavesdropper does not attack the
channel and does not replace classical messages. In a
real situation, authentication is not perfect, and the
eavesdropper can replace classic messages, which can
violate the integrity of transmitted messages.

The eavesdropper can perform a man-in-the-mid-
dle attack (see Fig. 1) [10–12]. Without attacks on the
classical communication channel, the eavesdropper
can only attack states in the quantum channel. If the
eavesdropper can also replace classical messages, the
range of attacks expands. It is extremely difficult to
establish an ε security criterion for a complex compos-
ite process. The abstract security criterion based on
the trace method has an important convenient prop-
erty: it can be decomposed into the security criteria
between individual elementary processes. The trace
distances can be calculated for individual processes;
481
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Fig. 1. Illustration of the man-in-the-middle attack. The eavesdropper breaks the quantum and classical communication chan-
nels and generates separate Alice–Eve and Eve–Bob keys. Such an attack is not detected if the classical channel does not provide
authenticity, i.e., the constancy of public classical messages.
then, the trace distance between composite real and
ideal processes is limited by the sum of the trace dis-
tances between individual processes [13].

According to the original design [1, 14], the QKD
should provide the unconditional security of the dis-
tributed keys, which is based on the fundamental laws
of quantum mechanics rather than on the limited
computational or technical capabilities of the eaves-
dropper. Consequently, authentication should be
information-theoretically robust, and guarantee the
detection of attacks on the classical communication
channel, regardless of the technical and computa-
tional limitations of the eavesdropper.

Information-theoretic authentication was first pro-
posed by Simmons in [15]. Wegman and Carter in
their fundamental work [16] showed that information-
theoretic authentication can be achieved using a class
of special hash functions [16–28].

Information-theoretic authentication guarantees
the detection of attacks on the classical communica-
tion channel, regardless of the technical capabilities of
the eavesdropper, even if he has a full-scale quantum
computer.

Information-theoretic authentication requires a
shared key ks between Alice and Bob. Therefore, the
shared start key ks must be delivered to Alice and Bob at
the first initiation of the system. Information-theoretic
authentication was studied in [16–28].

As shown in [13], after the initiation of the system
using the shared start key, an almost arbitrarily long
quantum key distribution is possible, until the next
restart of the system.

COMPLEXITY IN QUANTUM KEY 
DISTRIBUTION WITH INFORMATION-

THEORETIC AUTHENTICATION
It is still unclear how eavesdropping attacks on both

quantum and classical communication channels
change the quantum key search complexity for the
complete trace criterion of the QKD security.

The answer to this question is fundamental both for
understanding the theoretical robustness of QKD sys-
tems and for practical applications of quantum cryp-
tography.

As shown in [13], the total strength parameter  for
QKD with information-theoretic authentication is
limited from above by the sum of two trace distances:
(i) the distance εQKD is between the quantum states of
the real and ideal QRC sessions, but with perfect
authentication without attacks on the classical com-
munication channel and (ii) the distance εAut between
the real and ideal situations in the transmission of
classical messages, but without attacks on quantum
states in the quantum communication channel.

What is the fundamental difference between situa-
tions (i) and (ii)? A naïve point of view is that the total
ε-security parameter in the complexity in the case of
attacks on both quantum and classical communication
channels, as well as combined attacks, is equal to the
sum ε = εQKD + εAut.

However, a more detailed consideration immedi-
ately leads to doubts.

In situation (i), the eavesdropper has a quantum
system  correlated with the key k, which is a bit
string distributed at the end of the QKD session with
Alice and Bob. The eavesdropper makes measure-
ments on the quantum system  and receives a
“copy” of the key used by Alice and Bob, which is a bit
string y correlated with the key k. The degree of cor-
relation is determined by the joint probability distribu-
tion PKY(k, y), as well as by the conditional probability
distributions PK|Y (k|y) and PY |K (y|k).

Then, having the probability distribution, the
eavesdropper begins to test the keys according to a
posteriori distribution, starting with the most probable
key. The number of testing steps determines the key
search complexity (see details in [7]).

We emphasize that this way for the eavesdropping
attack and the calculation of the complexity works
because the quantum system  and the bit string y are
“direct” side variables for the eavesdropper, which are
directly dependent on the key k. This situation is char-
acteristic of only the case of attacks on the quantum
communication channel.
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E

JETP LETTERS  Vol. 121  No. 6  2025



ON THE KEY SEARCH COMPLEXITY IN QUANTUM CRYPTOGRAPHY 483
We recall that the classical channel is open; i.e., all
information transmitted here is available to the eaves-
dropper. Messages contain information about the
coordination of bases, estimate of the probability of
errors, error correction, and strengthening the security
of cleared keys.

However, there is a fundamental difference
between classical and quantum side information.
Classical messages are only indirectly correlated with
the key k.

It is far from obvious how to determine the key
search complexity in such a situation. In view of the
importance of the issue, relations should be strictly
derived on the basis of the careful consideration rather
than on heuristic qualitative reasons.

A direct relationship will be established below
between the robustness criterion based on the trace

distance between the state  corresponding
to the real quantum key distribution and the real clas-
sical channel with possible message substitution and

the state  corresponding to the ideal quan-
tum key distribution without the eavesdropper and the
ideal authentication of messages in the classical chan-
nel without message substitution by the eavesdropper.

Almost ε strongly universal (ε-ASU2) hash func-
tions. We give information on hash functions, which
are used in information-theoretic authentication, nec-
essary for further consideration [16–28]. Information-
theoretic authentication allows Alice and Bob to
ensure the integrity of information transmitted
through the open communication channel. At authen-
tication, the transmission of the open message m ∈

= {0, 1}μ is accompanied by the transmission of its
shorter hash value (hereinafter, tag)  ∈  =
{0, 1}τ (| |  | |).

Information-theoretic authentication requires the
shared secret key between two users. A hash function
is randomly selected from the set of hash functions

, depending on the equiprobably chosen

key .
Information-theoretic authentication is under-

stood as authentication in which the probability of
message substitution (impersonation) without know-
ing the key ks, i.e., the determination of a valid pair (t,
m) and an equiprobable choice of keys ks, does not

exceed the value .

Further, the probability of message substitution
without knowing the key ks, i.e., the replacement of
the true message after observing the pair (t, m) with
another pair (t', m'), does not exceed ,

.
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From the definitions of ε-ASU2 hash functions, it
follows that the probability of substitution (m, t) →
(m', t'), more precisely the conditional probability,
without knowing the key, and when observing the pair
(m, t), does not depend on the computational capabilities
of the eavesdropper, but depends only on the properties of
the set of hash functions  and does not exceed

.
The family of ε-ASU2 functions can be imple-

mented in various ways. With regard to information-
theoretic authentication in quantum cryptography, it
is necessary to minimize the number of authentication
keys, i.e., the set | |. For the family of ε-ASU2 hash
functions, the relations between the parameters ε, | |,
and |T| [29] are known, which impose restrictions on
the size of the set of keys | | at given ε and | | values.

To save authentication keys, the ε-ASU2 functions
are implemented based on the composition of the ε-
AXU2 hash functions and the encryption of the hash
value with a one-time pad (see details in [13, 29]). For
the ε-AXU2 functions, the same key is used during all
authentication sessions. The key for the encryption of
the tag is used as one-time in each authentication ses-
sion.

TRACE DISTANCE BETWEEN QUANTUM 
STATES (SITUATIONS)

It was previously shown in [13] that the distance
between the two situations after the QKD with infor-
mation-theoretic authentication is no more than

(1)

where the parameters εAut + εQKD include all the
imperfections of individual processes [13]. The
parameter εQKD = εF + εcorr + εsec describes the QKD
process under perfect authentication, where εF is
responsible for the imperfection of the choice of hash
functions F when strengthening security in the QKD,
1 – εcorr determines the probability of the QKD proto-
col being correct, i.e., the key match for Alice and
Bob, and εsec is the security parameter of the QKD ses-
sion (see details in [14]).

Next, we need density matrices for real and ideal
QKD situations, which have the quantum–classical
form
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Here,  is the length of the secret key;  =
 and  are

the quantum states corresponding to keys of Alice and
Bob, respectively, which can, generally speaking, dif-
fer at the end of the QKD session due to the eaves-
dropping attack;  is the distribution function of
the initial authentication key;  is the dis-
tribution function of the final keys of Alice and Bob;

 is Eve’s quantum state correlated with the keys

(kA, kB);  and  are the quantum
states associated with classical messages from Alice to
Bob and from Bob to Alice, respectively, when
authenticating at the end of the session; and open
messages depend on the QKD session (final key).

As in [13], we assume that the integrity of messages
is checked at the end of the QKD session. First, Alice
and Bob conduct the QKD session, including the
exchange of open classic messages, and all the accu-
mulated open messages m along with their hash values

, which can be replaced by the eaves-
dropper  are then resent at
the end of the session.

The density matrices  and 
in the basis  ( ) have off-
diagonal matrix elements:

(2)

The symbolic notation ((m, t), (m',
 means that summation occurs only

over the substituted messages that have been checked
on the receiving end. Messages that have not passed
the check are discarded. The density matrix

 that describes the transmission of classical
messages from Bob to Alice has a similar form. Next,
the quantum state for the ideal QKD situation and the
ideal classical channel without message substitution
has the form

(3)
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where the probability distribution 
for the ideal classical channel without message
substitution is diagonal over , i.e.,

. Note that the sums
in Eqs. (2) and (4) include only the terms and ((mB,

, which means that the
authentication test was passed, although substitution

was possible. The density matrix  describ-
ing the transmission of classical messages from Bob to
Alice for the ideal classical communication channel
without message substitution has the form similar to
Eq. (4).

The quantum system of Eve is given by the expres-
sion

Here,  and  are the density matrices
that correspond to a set of classical messages and their
tags transmitted through an ideal classical channel
with authentication without message substitution by
Eve from Alice to Bob and from Bob to Alice, respec-
tively. The key distribution function of Alice and Bob
corresponds to an equiprobable distribution of keys,

the keys of Alice and Bob are the same , the dis-

tribution of initial keys is also equiprobable, and the
quantum system of Eve ρE is uncorrelated with keys. The

density matrices  and  associated
with classical messages have a diagonal structure [13],
since there is no message substitution.

AVERAGE KEY GUESSING PROBABILITY

The trace criterion given by Eq. (1) does not explic-
itly contain keys that are used for various cryp-
tographic purposes after the QKD. The ultimate goal
of the eavesdropper is to determine the key that
appears as a result of the QKD.

The eavesdropper makes measurements over his
quantum state obtained by attacking Alice’s quantum
states directly correlated with the key. As a result, the
eavesdropper has the side variables (yA, yB), i.e., bit
strings directly correlated with the keys (kA, kB), as well
as all open messages and their tags, which are only
indirectly related to the key.
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We first determine the average probability of guess-
ing by keys. For the sake of brevity, we introduce the
notation

(5)

where mA (tA) and mB (tB) are the original messages
(their tags) from Alice to Bob and from Bob to Alice,
respectively, and  are the corresponding
substituted messages and their tags. Side variables (yA,
yB) are bit strings that are obtained in eavesdropper’s

measurement of the quantum system . Having a
set of side variables, the eavesdropper tries to deter-
mine the keys (kA, kB) according to some decisive rule.
Since Bob’s key is bound to Alice’s key and coincides
with Alice’s key with a probability of at least 1 – εcorr,
the set of (kA, kB) values is | |.

Since the density matrices given by Eqs. (2)–(4)
have a quantum–classical form, it is natural to choose
measurements that also have a quantum–classical
structure, although this is not essential for further con-
clusions. We consider a complete measurement over
the entire Alice–Eve–Bob quantum system, which is
given by operator-valued measures

(6)

Operator-valued measures implement the decomposi-
tion of the unit, which is a formal description of the
measurement

(7)

We use the following well-known relationship between
the trace distance and the distribution function of
measurement results [30]:

(8)

This limit is achievable [30]; i.e., there are optimal
measurements for which this equality is implemented.
For further calculations, it is sufficient that the trace
distance on the right-hand side of Eq. (8) at arbitrary
measurements does not exceed the trace distance for
the density matrices.

Measurement leads to the probability distribution
for real and ideal situations

(9)

(10)

After the QKD session, legitimate users have keys
(kA, kB) and the shared authentication key ks, which
are not available to the eavesdropper. After the mea-
surements, the eavesdropper has a set of the side vari-
ables M, T, and Y that are correlated with the keys of
legitimate users.

The goal of the eavesdropper, having side variables
and applying some decisive rule &, is to determine the
true keys of Alice and Bob or to “guess” (kA, kB); i.e.,
having the side variables M, T, and Y, the eavesdropper
makes a decision about the real keys  =

. If , the decision of the
eavesdropper is successful. This solution is imple-
mented by authentication with the key ks, which is
unknown to the eavesdropper.

To calculate the average probability of guessing on
all keys, it is necessary to sum over all random imple-
mentations of the key ks. Since the side variables are
also random variables, it is also necessary to average
only those values of side variables at which the guess-
ing was successful. As a result, we get

(11)

where PR(Ks, M, T, Y) is the distribution function of
Ks, M, T, and Y; PR(K|Ks, M, T, Y) is the conditional
distribution function; and PR(K, Ks, M, T, Y) = PR(Ks,
M, T, Y)PR(K|Ks, M, T, Y). The sum includes only the
estimates for a pair of keys whose estimates coincide with
the true keys . As will be seen below,
to calculate the upper limit of the probability of cor-
rectly guessing the keys , an explicit form of the
decisive rule is not required. We obtain
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(12)

(13)

In Eq. (12), we used the following relation between the probability distributions  and  [31]:

(14)

Measurements for the ideal quantum state give

(15)

(16)

Taking into account Eqs. (12)–(16), we reduce Eq. (11) to the form

(17)

Thus, the probability of guessing the keys after QKD
with information-theoretic authentication exceeds the

simple guessing probability  by no more than

εAut + εQKD.

KEY SEARCH COMPLEXITY AT A GIVEN 
PROBABILITY OF SUCCESS AFTER A 

QUANTUM KEY DISTRIBUTION SESSION 
WITH INFORMATION-THEORETIC 

AUTHENTICATION

The average probability of guessing by keys is a
rather rough characteristic, because it does not pro-
vide information about the complexity, i.e., the num-

ber of steps to determine the true key. A more import-
ant characteristic is the number of encrypted messages
before the first read. Let each message be encrypted
with its own key received in the QKD.

Let the eavesdropper have a readability criterion in
his favor; i.e., if the eavesdropper has found the correct
key by testing the keys, the message is considered read.
It is of interest what is the key search complexity, i.e.,
the number of testing steps necessary to determine the
true key if only a brute-force set of keys and the prob-
ability of success being the probability that the key falls
within the brute-force set are specified.

Let the eavesdropper, not knowing the authentica-
tion key ks, but having a set of side variables si =
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of which are directly and some indirectly related to the
true keys (kA, kB), test the first 1 ≤ N ≤ | | most
probable keys for each encrypted message.

In favor of the eavesdropper, we assume that he
knows the probability distributions themselves. The
eavesdropper orders the first N keys in descending
order of conditional probabilities for given values of
side variables si. In addition, the probability of success
π0 is specified (see below). Let conditional posterior
probabilities at given si be ordered as

(18)

where  (l = 1, 2, …,
N) is the probability averaged over all values of the
authentication key, , and 1(si),
2(si), …, | |(si) is the permutation of the ordinal
numbers of the original keys m(si), which depend on si
when the probabilities are ordered.

The task is to calculate the average number of tests
until the first successful crack of the cipher, i.e., the
determination of the true key. For the first message,
the first N most probable keys from the full set of keys
| | are tested, if the key is found, then the process is
successfully completed. If the key is not found after N
trials, the testing stops, and the second message is
expected, and so on until the true key is determined.
Let the sequence of the side variable of the eavesdrop-
per in series of tests is

(19)

Here, the index i enumerates the messages and the
side variables si, which arise for the eavesdropper for
this message, and S is the set of all possible values of the
side variables, which they take after measurements by
the eavesdropper.

Let the corresponding sequence of brute force sets
of the first N most probable keys attributed to each set
of side variables s1, s2, …,  be

(20)

Here, each set  depends on si:  =
.

The probability obeying the geometric distribution
for the sequences with the length j for given side vari-
ables to the first determination of the key is

(21)

Formula (21) gives the probability of determining the
key in the j step, provided that the key was not found in
the previous j – 1 steps.
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Further, let

(22)

i.e., ordering in  depends uniquely on the side vari-
able si. In other words, the arrangement of the indices
m(si) and conditional probabilities in the set  of all
possible key values is given by the side variable si, and
the sets  and  are the same or, more precisely, dif-
fer only in the permutation of the keys.

The average complexity G(N, K|s), where the sym-
bol S indicates only that the average complexity
depends on the set of observed side variables, for all
observations of all side variables, which are indepen-
dent for different j values, i.e., the average number of
trail steps within the test set, has the form

(23)

(24)

Here, G(N, K|s) is the complexity for a specific
observed set of side variables (see Eq. (19)),

(25)

is the average of all independent implementations of
side variables si,

(26)

Here, π(N) is the average probability of success (the
determination of the encryption key), i.e., the proba-
bility that a random key k1 enters into the test set of the
most likely keys.

The index m(sj) determines the key test step and
takes the values m(sj) = 1(sj), 2(sj), …, and N(sj) at a
fixed sj value. This representation indicates that the keys
at the given sj value are permuted in such a way that the
conditional probability is maximum  for the first
key  and decreases with increasing ordinal number
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probability depends only on the ordinal number of the
test step. Taking into account Eqs. (26), we find

(27)

To estimate the lower limit of complexity in Eqs. (23) and
(24), it is necessary to have a lower estimate of the

parameter , which appears in the numerator
of Eq. (24) and both the lower and upper estimates for the
parameter π(N), which enters into both the numerator
and the denominator of Eq. (24).

Since the sets  and  differ only in the permuta-
tion of the keys and the testing step m and the testing
key k(m) at the given side variables s are uniquely
related by virtue of Eq. (22), taking into account the
right-hand sides of Eqs. (21), (26), and (27), we
directly obtain a chain of relations

(28)

To estimate the lower bound by with similar calcula-
tions, as in Eq. (28), we get

(29)

Next, we obtain
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To obtain Eq. (30), we used the equality

Here, it is taken into account that the transition probabil-

ity  in the ideal case does not depend

on the side variables s, and  is the

sum of the arithmetic progression, and the normaliza-
tion condition  = 1 for the probabilities.

Taking into account the estimates given by
Eqs. (28)–(30), we obtain the result

(31)

Thus, the complexity of partial brute-force after a
QKD session with information-theoretic authentica-
tion is explicitly expressed in terms of the trace dis-
tance (1).

It is important to note that the answer to the ques-
tion posed at the beginning of the work is based on
strict calculations rather than on qualitative intuitive
considerations and it can thereby be reliably used in
further research and applications of QKD systems.

CONCLUSIONS
It is interesting to make some estimates. Let the

given probability of success be π0 = 1/2. For real sys-
tems, εQKD ≈ 10–9–10–7 and εAut ≈ 10–9–10–7 are
achievable. The number of trial steps to the first read
of a message, i.e., to the true key determination, is
about 2l(1 – 16(10–9–10–7)/4. At a key length of
l = 256 bits, the number of brute-force steps is almost
equal to the number of brute-force steps across the
entire key space about 2254 ≈ 1076.
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